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Abstract— Strategic communication is being rebuilt from the ground up. Recommendation algorithms, generative AI, and loose 

networks of independent creators have converged to displace the old media order, and the shift is structural, not cosmetic. For most of the 

last century, gatekeeping meant editors, journalistic norms, and a corporate press office deciding what counted as news. That system has 

largely given way to what this paper calls an “Architecture of Influence,” a setup in which opaque platform algorithms decide what gets 

seen, synthetic personas stand in for human warmth and brand authenticity, and machine learning quietly automates much of the 

day-to-day work of public relations. 

This paper works through five pillars that, taken together, define this new landscape. These are algorithmic gatekeeping and 

platformization, synthetic identity and virtual influencers, AI’s growing role in PR workflows and analytics, the rise of influencer-driven 

public diplomacy, and the ethics, governance, and trust questions that come with all of it. Drawing on Institutional Theory, Parasocial 

Interaction Theory, the Elaboration Likelihood Model, and the Technology-Organization-Environment framework, the paper argues 

that communicative power has moved away from institutional authority and toward something more diffuse, a kind of validation that is 

multi-vocal and mediated by platforms. Along the way, it looks at how platform intermediaries actually operate, what happens cognitively 

when people engage with AI, and why responsibility for outcomes tends to get diffused across organizations rather than owned by anyone 

in particular. It closes with a practical governance framework meant to help PR practitioners, brand strategists, and policy researchers 

deal with platform opacity, algorithm aversion, and the ongoing challenge of staying ethical in a public sphere run largely by algorithms. 

Index Terms: Algorithmic gatekeeping, platformization, virtual influencers, synthetic media, generative AI, public relations, influencer 

public diplomacy, parasocial interaction, responsibility diffusion, content provenance. 

 

I. INTRODUCTION: THE STRUCTURAL 

TRANSFORMATION OF PUBLIC 

COMMUNICATION 

For most of the twentieth century, public relations 

followed a fairly linear script. Corporations, government 

agencies, NGOs, and political campaigns pushed messages 

out through centralized channels, things like press releases, 

press conferences, and carefully tended relationships with 

journalists. Mainstream media served as the filter, deciding 

which stories cleared the bar of “newsworthy” and which 

didn’t. 

That structure has been dismantled by the combined force 

of social platforms, deep learning, generative AI, and 

decentralized creator networks. Communication today 

doesn’t move through a stable, professionally mediated 

landscape anymore. It moves through what this paper calls an 

Architecture of Influence: a socio-technical system where 

recommendation engines, largely invisible to the people they 

affect, decide what gets distributed, where engagement often 

runs through relationships with synthetic personas as much as 

real people, and where message construction itself is 

increasingly automated. 

The upshot is a real shift in who holds communicative 

power. Being an institution, whether a government, a Fortune 

500 company, or a legacy newsroom, no longer guarantees an 

audience or credibility by default. Visibility now depends 

heavily on platform mechanics that reward speed of 

engagement, emotional intensity, and content that fits a given 

format natively, sometimes at the direct expense of factual 

accuracy or institutional standing. At the same time, synthetic 

identities, including CGI avatars, virtual “key opinion 

leaders,” and autonomous AI agents, have complicated what 

it even means for a spokesperson to be authentic or a source 

to be trustworthy. 

This mirrors what Dwivedi et al. (2021) describe as AI’s 

multidisciplinary disruption of established professional 

practice. In response, PR agencies and corporate 

communications teams are folding generative AI and 

predictive analytics into daily operations, including 

automated media pitching, real-time crisis monitoring, 

sentiment filtering, and on-the-fly content generation. This is 

changing what the job of “communications professional” 

actually requires. Meanwhile, governments, corporations, 

and advocacy groups alike are moving away from centralized 

broadcasting and toward decentralized creator networks 
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capable of reaching narrow, specific audiences across the 

world’s digital subcultures. 

Making sense of all this requires more than evaluating 

individual platforms or AI tools in isolation. It calls for a 

broader synthesis, one that treats algorithmic platforms, AI, 

creator networks, and human audiences as parts of a single 

interconnected system. That’s the goal of this paper. It works 

through the socio-technical, psychological, legal, and 

operational dimensions of this shift and offers some practical 

guidance for navigating it. 

II. METHODOLOGY 

This paper is a conceptual and theoretical synthesis rather 

than an empirical study built on newly collected data. The 

approach follows an integrative literature review method. 

Published scholarship, industry reporting, regulatory 

guidance, and documented case examples across 

communication studies, platform studies, computer science, 

and law were collected and organized around five recurring 

structural themes, then read against four established 

theoretical frameworks: Institutional Theory, Parasocial 

Interaction Theory, the Elaboration Likelihood Model, and 

the Technology-Organization-Environment framework. 

These four were chosen because each has a track record of 

explaining one layer of the phenomenon (organizational 

behavior, audience psychology, persuasion processing, and 

technology adoption, respectively), without any single one 

covering the whole picture on its own. 

Sources were selected for relevance to the five pillars and 

for meeting a basic evidentiary bar. Peer-reviewed research 

and foundational theoretical texts were prioritized, 

supplemented by regulatory documents (e.g., FTC guidance), 

industry and market research reports, and documented, 

publicly reported case examples (such as named virtual 

influencers and specific enforcement actions) where they 

illustrated a pattern already established in the scholarly 

literature. Where industry statistics are cited, the underlying 

methodology of the source is noted and the figures are treated 

as directional rather than precise, given how quickly this 

market moves and how inconsistently different firms define 

“influencer marketing” or “platform spend.” The synthesis 

method has an inherent limitation, discussed further in 

Section 11. It identifies and organizes patterns across existing 

work rather than testing new hypotheses against original data. 

III. LITERATURE REVIEW AND THEORETICAL 

FOUNDATIONS 

The academic literature this paper draws on falls into four 

broad, only partially overlapping traditions. The first is 

classical gatekeeping and agenda-setting research, running 

from Lewin (1947) through White (1950) to McCombs and 

Shaw (1972), which established how human editorial 

judgment shapes public discourse. This foundation was later 

extended into the algorithmic era by Napoli (2014, 2015, 

2019) and Helberger (2019), both of whom argue that 

platforms have taken over gatekeeping functions once held 

by newsroom professionals, without inheriting the 

professional norms that used to constrain them. 

The second tradition is platform and institutional studies, 

represented by Cusumano, Gawer, and Yoffie (2019) on 

platform business strategy, Scott (2014) on institutional 

pressures, and Caplan and Napoli (2018) on platforms’ 

reluctance to be regulated as media companies. This body of 

work supplies the vocabulary used throughout Section 4 of 

this paper: coercive, normative, and mimetic pressure, 

platformization, and institutional isomorphism. 

The third tradition concerns synthetic media and parasocial 

psychology. Horton and Wohl’s (1956) foundational account 

of parasocial interaction has proven durable enough to be 

extended, decades later, to fully synthetic media figures, 

while Mori’s (1970) uncanny valley hypothesis remains the 

standard reference point for explaining audience discomfort 

with near-human artificial entities. Neither author, writing 

before the emergence of generative AI, anticipated virtual 

influencers directly, which is part of why this paper treats 

their frameworks as adapted rather than directly applied. 

The fourth tradition is technology adoption and persuasion 

research. It includes Rogers’s (2003) diffusion of innovations 

model, Tornatzky and Fleischer’s (1990) TOE framework, 

and Chaudhury and Bharati’s (2008) SME-focused adoption 

research, alongside Petty and Cacioppo’s (1986) Elaboration 

Likelihood Model and Daft and Lengel’s (1986) media 

richness theory. Together these explain both why 

organizations adopt AI tools and how automated systems 

might route content to audiences based on predicted 

cognitive engagement. 

What is comparatively thin in the existing literature, and 

what this paper attempts to address, is work that connects all 

four traditions to a single account of contemporary strategic 

communication. Most existing studies isolate one piece. 

There’s a paper on algorithmic news feeds, a paper on virtual 

influencer trust, a paper on AI adoption in PR agencies, but 

few that connect the psychological, institutional, and 

technological layers into one operational picture. That gap is 

what this synthesis aims to fill. 

IV. PILLAR 1: ALGORITHMIC GATEKEEPING 

AND PLATFORMIZATION 

A. The Shift from Journalistic to Algorithmic 

Gatekeeping 

Classic gatekeeping theory, developed by Kurt Lewin 

(1947) and later built on by David Manning White (1950), 

and Donald Shaw and Maxwell McCombs (1972), put human 

editorial judgment at the center of public discourse. 

Journalists and editors weighed incoming information against 

established news values (timeliness, proximity, impact, 

prominence, human interest) before deciding what made it 

into public view. PR, in turn, worked by building 
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relationships with those human gatekeepers and pitching 

stories that met journalistic standards. 

In today’s platform-driven environment, that human 

process has largely been replaced by an automated one. 

Algorithmic gatekeeping is the term for how scoring systems 

and machine learning models filter, rank, and personalize 

content for each individual user. Unlike journalists working 

under professional codes of ethics, these systems are built to 

optimize for things like dwell time, retention, click-through 

rate, and how fast something gets shared or commented on. 

This changes how communications actually land. A press 

release or campaign no longer reaches people simply because 

an editor thought it newsworthy or a brand posted it. It has to 

clear a black-box ranking system that’s constantly 

recalculating relevance for every individual. As a result, 

platform mechanics end up dictating message framing. 

Communicators increasingly reach for platform-native 

language, emotionally charged hooks, and short-form video, 

mostly to avoid being buried by the algorithm. 

B. An Institutional Theory Perspective on Algorithmic 

Media 

Institutional Theory offers a useful lens here. As Napoli 

(2014) has argued, platforms aren’t neutral pipes that simply 

carry content from sender to receiver. They’re 

institutionalized brokers that actively shape what’s visible, 

redirect economic value, and influence how organizations 

behave across the whole media ecosystem (Napoli, 2011). 

Institutional Theory identifies three kinds of pressure that 

push organizations to conform to their environment: coercive 

(regulation and law), normative (professional standards and 

shared values), and mimetic (copying peers when the path 

forward is uncertain) (Scott, 2014). Platforms exert 

something close to coercive pressure over strategic 

communication, simply because they control the code, the 

data, and the distribution mechanisms. Organizations that 

want to stay visible have to play by rules the platforms set, 

often unilaterally. 

That coercion produces a kind of industry-wide sameness. 

PR firms converge on the same visual formats, posting 

cadences, tagging conventions, and engagement tactics 

because the platforms reward them. And when regulation 

collides with platform mechanics, say data privacy law 

running up against ad-targeting infrastructure, the friction 

creates real volatility for corporate communicators, who end 

up as de facto compliance subjects of proprietary systems that 

can change without warning (Lessig, 2006). 

C. Platformization, Traditional Media Visibility, and 

Credibility 

Platformization, the process by which platforms’ 

infrastructure, business models, and governance logic bleed 

into other sectors (Cusumano, Gawer, & Yoffie, 2019), has 

reshaped the economics of journalism itself. This echoes 

Caplan and Napoli’s (2018) observation that platforms 

behave like media companies while resisting the label and its 

obligations. As ad revenue has migrated to platforms, 

newsrooms have shrunk. There are fewer beat reporters, less 

investigative capacity, and smaller reach. 

That decline cuts two ways for PR. Earned media 

placements are harder to land because editorial footprints 

have contracted. And even when a brand does land coverage 

in a reputable outlet, that placement isn’t guaranteed to reach 

anyone. The article still has to compete inside an algorithmic 

feed against content built purely to maximize engagement. 

The net effect is that credibility and reach have come apart. 

They used to travel together, back when reputable outlets also 

controlled the mass channels. Now, high-credibility content 

from traditional institutions often spreads slowly because it 

tends to be even-toned and structurally complex, not the kind 

of thing algorithms reward (Helberger, 2019). Meanwhile, 

content that’s polarizing or of dubious accuracy often spreads 

fast, because it hits the emotional and behavioral triggers the 

algorithms are tuned to (Napoli, 2015). PR practitioners are 

left balancing two things that used to be the same: the reach 

that comes from playing the algorithm’s game, and the 

long-term credibility that comes from not overplaying it. 

D. Algorithmic Resonance and Systemic Consumer 

Aversion 

Recommendation systems build personalized feeds by 

tracking small behavioral signals, things like dwell time, 

scroll speed, and hover duration, and using them to construct 

predictive profiles that keep serving people content aligned 

with what they already believe and feel. This is a major driver 

of echo chambers and filter bubbles, and it reinforces 

confirmation bias and polarization over time. 

But there’s a countercurrent: algorithm aversion. When 

people notice, or even just suspect, that their feeds are being 

shaped by tracking and commercial automation, many 

respond with psychological reactance. This shows up as 

skepticism, emotional withdrawal, and active resistance to 

whatever’s being pitched at them. 

There’s evidence that this perceived manipulation actually 

hurts brands. When people sense that a PR message or an 

influencer endorsement reached them through intrusive 

algorithmic targeting, they tend to assume cynical motives on 

the part of both platform and brand. That’s a genuine strategic 

problem. Leaning too hard into algorithmic optimization can 

alienate the very audiences a campaign is trying to reach, 

which is why authentic engagement and transparency have 

become non-negotiable parts of reputation management 

(Napoli, 2019). 

V. PILLAR 2: SYNTHETIC IDENTITY AND 

VIRTUAL INFLUENCERS 

A. The Architecture of Synthetic Personas and 

Metahumans 

Advances in CGI, generative neural networks, and natural 

language processing have brought synthetic identities into the 
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mainstream of strategic communication. Virtual influencers, 

digital personas built with 3D modeling, generative AI, or 

motion capture, now function as brand ambassadors, cultural 

tastemakers, and even corporate spokespeople. Figures like 

Lil Miquela, Shudu Gram, Imma, and Lu do Magalu mark a 

real departure from human endorsement toward entities that 

are entirely programmatic and entirely corporate-controlled. 

Building one of these personas takes a layered technical 

stack. On the visual side, 3D modeling, computer vision, and 

neural rendering produce hyper-realistic “metahuman” 

avatars with convincing skin texture, lighting response, and 

micro-expressions. On the linguistic and behavioral side, 

large language models fine-tuned on specific personality 

traits, dialects, and brand values give these personas the 

ability to generate ongoing text, audio, and video, join 

real-time conversations, and track cultural trends without any 

of the physical limits a human would have. 

From a PR standpoint, this has obvious appeal. Virtual 

influencers don’t get tired, don’t age, aren’t tied to a location, 

and can’t be caught in a scandal the way a human celebrity 

can. They give brands near-total control over message, tone, 

and appearance. And because they’re digital, they can 

operate around the clock across time zones, adjusting 

language and cultural references for local markets in real 

time. 

B. Parasocial Interaction Theory and the 

Anthropomorphic Design Paradox 

To understand how people relate to these artificial figures, 

communication scholars turn to Parasocial Interaction (PSI) 

Theory, first developed by Horton and Wohl (1956) to 

describe the one-sided bond audiences form with media 

personalities. In the social media era, those bonds have 

become interactive. People comment, message, and get 

responses (often automated) back. 

Applied to virtual influencers, PSI theory reveals 

something interesting. Even when people know full well that 

a persona is computer-generated and managed by an agency, 

they still form real parasocial attachments. That happens 

through anthropomorphic design, which is the practice of 

giving a non-human entity human traits, vulnerabilities, and a 

personal backstory. When a virtual influencer posts about 

insecurity or a personal struggle, it triggers the same 

empathetic response a human post would, building a sense of 

intimacy and trust. 

But that design choice cuts both ways, producing what 

might be called the Anthropomorphic Design Paradox, 

closely tied to Mori’s (1970) “Uncanny Valley.” Mori’s idea 

is that as a non-human figure gets closer to looking fully 

human, affinity gives way to unease and even revulsion the 

moment something feels slightly off. For virtual influencers, 

that means any hint of unnatural movement or stilted 

conversation can flip audience response from engagement to 

distrust. Getting the balance right, realistic enough to be 

compelling but transparent enough not to feel deceptive, is 

one of the harder design problems in this space. 

C. Generation Z, Trust Dynamics, and the Authenticity 

Gap 

Gen Z is the demographic virtual influencer campaigns 

target most, and research into how they actually respond 

reveals something more nuanced than blanket acceptance or 

rejection. A 2026 comparative study using paired-sample 

testing and regression analysis found that Gen Z respondents 

rated human influencers significantly higher than 

AI-generated influencers on authenticity, trustworthiness, 

and parasocial interaction, though authenticity and parasocial 

interaction still emerged as strong predictors of trust within 

the AI-influencer condition itself (Aungsajjapong & Thukral, 

2026). That pattern, trust in synthetic personas is possible but 

starts from a real deficit relative to human creators, points 

toward a broader “authenticity gap.” 

In stylized or clearly artistic contexts, such as fashion, 

gaming, digital art, and speculative storytelling, Gen Z is 

largely comfortable with synthetic entities and even values 

them for their visual creativity and technical polish. 

That comfort disappears when virtual influencers are asked 

to carry weight on genuinely human issues like mental health, 

racial justice, environmental advocacy, or personal wellness. 

Trust drops sharply, because audiences sense a real 

contradiction in an artificial entity performing lived suffering 

or moral conviction for commercial gain. The lesson for 

practitioners is about boundaries. Virtual personas work well 

for aesthetic or narrative brand extension, but putting them in 

charge of moral or emotional authority tends to backfire. 

D. Deep Learning, Aesthetics, and Cultural Localization 

Beyond individual campaigns, synthetic identities are also 

changing the logistics of global storytelling. Traditional 

international campaigns required real investment: flying in 

photographers, hiring local models, and navigating 

cross-border production rules. Generative models cut a lot of 

that out. A single base model for a virtual influencer can be 

adapted within hours to reflect local fashion, dialect, and 

cultural norms. Imma, for example, has been localized across 

several Asian markets by blending realistic CGI with 

region-specific streetwear, idioms, and backdrops in cities 

like Tokyo, Seoul, and Shanghai. 

Synthetic avatars are also showing up in nonprofit and 

advocacy communications, personas like Leya Love, built 

specifically to promote ocean cleanup and climate awareness. 

Because they exist entirely online, their production footprint 

is much smaller than a global human crew’s would be, which 

makes them an appealing tool for values-driven storytelling 

on a budget. 

E. Case Study: Lil Miquela and the Limits of Synthetic 

Endorsement 

Lil Miquela, a CGI persona launched in 2016 by the 

startup Brud and now managed as a full commercial entity, 

remains the most widely documented test case for virtual 
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influencer strategy, in part because her run has included both 

commercial wins and public missteps. She has carried 

campaigns for global fashion and beauty brands, amassed a 

multi-million-follower audience, and been treated by outlets 

covering the space as a bellwether for whether synthetic 

personas can sustain long-term brand relationships rather 

than functioning as a novelty. 

The more instructive part of her history, for this paper’s 

purposes, is what happened when her creators pushed her into 

contested social and political territory. Posts addressing 

racial identity and social-justice themes, areas that fall 

squarely into the “authenticity gap” described in Section 5.3, 

drew visible backlash from audiences who read a 

corporate-controlled avatar speaking on lived social 

experience as inherently hollow, regardless of the underlying 

intent. The pattern lines up closely with the Anthropomorphic 

Design Paradox described in Section 5.2. The more human 

vulnerability a synthetic persona performs, the more scrutiny 

it invites the moment audiences suspect the vulnerability isn’t 

real. Brands running or considering virtual influencer 

programs have increasingly treated this case as a cautionary 

boundary marker, evidence for the practical 

recommendation, set out in Section 12.1, to keep synthetic 

personas within aesthetic and creative territory rather than 

positioning them as moral or political voices. 

VI. PILLAR 3: AI INTEGRATION IN PR 

WORKFLOWS AND DYNAMIC ANALYTICS 

A. Programmatic Workflow Transformation and 

Agency Adoption 

AI has pushed PR away from manual, craft-based work 

and toward programmatic execution. Agencies are now 

weaving AI tools into nearly every stage of the process, from 

building media lists and drafting pitches to filtering 

sentiment, monitoring coverage, and forecasting risk. The 

scale of what agencies are now managing helps explain the 

pressure to automate. Influencer Marketing Hub’s industry 

tracking put the global influencer marketing sector at roughly 

$32.55 billion in 2025, up from about $24 billion the year 

before, with most market forecasts placing 2026 figures 

somewhere between $34 billion and $47 billion depending on 

methodology (Influencer Marketing Hub, 2026). Manually 

vetting creators, tracking disclosure compliance, and 

matching pitches to journalist or creator interests at that 

volume is no longer realistic without automated tooling. 

To explain how firms actually adopt these tools, 

researchers often lean on the 

Technology-Organization-Environment (TOE) framework, 

developed by Tornatzky and Fleischer (1990), which builds 

on the broader diffusion-of-innovation tradition established 

by Rogers (2003) and applied to smaller organizations by 

Chaudhury and Bharati (2008). TOE looks at adoption 

through three lenses: 

 

1. Technological context: how capable, complex, and 

compatible the available tools are, including 

platforms like PressPal.ai, Mixmax, and Pitchbox that 

automate outreach and content generation. 

2. Organizational context: a firm’s internal 

infrastructure, digital literacy, appetite for risk, and 

available capital. 

3. Environmental context: competitive pressure, client 

expectations, regulatory demands, and shifting norms 

across the media industry. 

Applying that framework, it’s clear that competitive and 

environmental pressure is doing most of the work in driving 

AI adoption. Clients expect real-time crisis response and 

granular audience segmentation now, and agencies that stick 

to manual workflows are simply at a disadvantage. AI tools 

let smaller teams process large volumes of unstructured data, 

match pitches to journalist interests, and run campaigns at a 

scale that used to require far more staff. 

B. The Elaboration Likelihood Model and Automated 

Communication 

Personalized AI messaging leans heavily on established 

persuasion theory, most notably the Elaboration Likelihood 

Model (ELM), developed by Petty and Cacioppo (1986). 

ELM says people process persuasive messages through one 

of two routes, depending on motivation and cognitive 

capacity: 

1. The central route, where someone carefully weighs 

logical arguments, data, and evidence before forming 

an opinion. 

2. The peripheral route, where someone relies on 

emotional cues, visual appeal, or the credibility of the 

source rather than the strength of the argument itself. 

In AI-driven PR today, predictive systems are constantly 

estimating which route a given audience segment is likely to 

be using, based on signals like browsing context, device, and 

time of day. Content gets routed accordingly. 

For audiences that are actively seeking detailed 

information, say during a product launch or a corporate issue, 

the system serves central-route content: data, structured 

arguments, expert citations. For audiences scrolling quickly 

through a feed, it serves peripheral-route content: visual 

hooks, short videos, creator endorsements, simple emotional 

headlines. This lets communicators avoid overwhelming 

people and keep messaging relevant across very different 

kinds of attention, a dynamic consistent with media richness 

theory’s account of matching message complexity to channel 

capacity (Daft & Lengel, 1986). 

C. Predictive Analytics, Dynamic Messaging, and Crisis 

Scanning 

AI has also introduced continuous feedback loops that 

reshape messaging in near-real time. Predictive platforms 

process social listening data, news feeds, and search trends to 

forecast how a message will land before it’s even published. 
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The process typically runs as a loop. Data comes in from 

social feeds and media signals. Machine learning builds 

predictive audience profiles. Large language models draft 

messaging variants tuned to central or peripheral routes. The 

platform distributes those variants. User reactions feed back 

in to recalibrate the model. 

That loop marks a real change from how PR used to work. 

Instead of running a static campaign planned months in 

advance, teams can adapt on the fly. If early reactions show 

confusion or negative sentiment, the models flag it within 

minutes and suggest revised copy, new visuals, or a different 

audience segment. 

In crisis response specifically, predictive tools function as 

an early warning system. Natural language understanding 

models track sentiment drift and the formation of viral 

clusters across networks, catching negative narratives while 

they’re still small enough to manage. This gives PR teams 

time to issue a clarification or a holding statement before a 

minor issue becomes a full-blown crisis. 

VII. PILLAR 4: THE EVOLUTION OF 

INFLUENCER PUBLIC DIPLOMACY AND PR 

FRAMEWORKS 

A. Decentralized Relational PR and the 

Institutionalization of Creators 

Traditional PR was built around a centralized, broadcast 

model, with institutions speaking with one voice through 

press releases, executive speeches, and official channels, on 

the assumption that trust followed from scale and formal 

authority. 

That assumption doesn’t hold the way it used to. As trust in 

traditional institutions has eroded, it’s migrated toward peer 

networks, micro-creators, and niche opinion leaders. In 

response, influencers have become formally institutionalized 

within PR strategy, no longer treated as short-term ad space 

but managed as long-term reputational partners. 

Practitioners now build out relationship networks across 

creators in different cultural niches to co-create brand 

narratives, on the theory that audiences today respond more 

to peer authenticity than corporate polish. Embedding a 

message in a creator’s own voice tends to generate a kind of 

organic validation that a formal corporate broadcast simply 

can’t replicate on its own. 

B. Adapting Two-Way Symmetrical Engagement to 

Networked Publics 

To make theoretical sense of this shift, scholars often 

combine Grunig and Hunt’s (1984) Two-Way Symmetrical 

Model of PR, which holds that effective communication is 

dialogic and mutual rather than top-down, with 

Papacharissi’s (2010) concept of networked publics, which 

describes how digital platforms create spaces where 

audiences actively iterate on and reshape narratives together. 

Put those together and organizational control looks very 

different. Message delivery in a networked public isn’t a 

one-way transmission. It’s co-creation. Working with 

creators means giving up some control over tone, visuals, and 

pacing. Rather than a single institution broadcasting to a 

passive mass audience, the structure is more like a web, an 

institutional node connected to distributed creator nodes, 

each of which is in constant, active dialogue with its own 

audience. 

That loss of control is a trade-off organizations 

increasingly have to accept. Symmetrical engagement in this 

environment means actually listening to feedback that comes 

back through creators, adjusting behavior in response to 

public criticism, and building partnerships around shared 

values rather than scripted talking points. Organizations that 

try to keep messaging rigid tend to alienate their creator 

partners and provoke backlash instead. 

C. Sovereign State Communication and Influencer 

Public Diplomacy 

This shift toward creator networks has spread beyond 

brand marketing into statecraft. Governments have noticed 

that official diplomatic releases and state broadcasters carry 

less and less weight with younger global audiences, and 

many have started adopting influencer public diplomacy, 

using creator networks to deliver narrower, more targeted 

messages internationally. 

States tend to use creators in a few recognizable ways: 

1. Lifestyle and travel content: sponsoring travel 

vloggers and cultural creators to highlight a country’s 

modernization, safety, or tourism appeal, often 

sidestepping geopolitical controversy entirely. 

2. Policy-adjacent commentary: working with 

independent analysts and economic commentators to 

translate complex policy or trade positions into 

something accessible for a specific audience. 

3. Rapid narrative response: during a crisis or 

controversy, pushing information through aligned 

creator networks to reach audiences faster than 

official channels can. 

This kind of state-level engagement shows how influencer 

strategy has become part of soft power itself. By working 

through decentralized creator channels instead of formal 

press briefings, states can reach audiences who actively tune 

out official broadcasts, shaping public perception from the 

ground up rather than the top down. 

D. Case Study: Shared Liability in Practice 

The shared-liability dynamic described in Section 8.3 is no 

longer hypothetical. A proposed class action filed against the 

athletic apparel brand Gymshark in June 2026 alleged that the 

company had systematically paid influencers to promote its 

products without ensuring the required paid-partnership 

disclosures were made, in violation of FTC guidance and 

state consumer-protection law (Retail & Consumer Products 

Law Observer, 2026). A separate 2025 class action against 

the fast-fashion retailer Shein and a group of its affiliated 
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influencers made a similar allegation, that undisclosed paid 

promotion had been used to manufacture the appearance of 

organic buzz (Taylor, 2025). 

Both cases follow the same structural logic. Plaintiffs did 

not sue the platform that distributed the content, and in both 

cases the brand was named alongside the individual creators, 

not instead of them. That pattern is consistent with what FTC 

guidance already establishes, that disclosure responsibility 

sits jointly with the brand and the endorser, but it shows the 

principle moving from regulatory guidance into private 

litigation, which raises the stakes and the volume of exposure 

considerably. For practitioners, the practical lesson is the one 

already outlined in Section 12.1. Contractual disclosure 

requirements and active monitoring of creator content are no 

longer optional risk-management extras but baseline legal 

necessities. 

VIII. PILLAR 5: ETHICS, GOVERNANCE, TRUST, 

AND PROFESSIONAL RESPONSIBILITY 

A. Responsibility Diffusion and Systemic Governance 

Risks 

Bringing AI and automation into strategic communication 

raises real legal and ethical questions (Dwivedi et al., 2021), 

and one of the biggest organizational risks is responsibility 

diffusion. This is what happens when leadership, 

practitioners, and software vendors all quietly hand off 

ethical judgment to an automated system, until nobody is 

actually accountable when something goes wrong. 

This risk tends to spread across an organization rather than 

sit with one person. Leadership assumes the technical team is 

checking for safety and accuracy. Communications staff trust 

the algorithmic output without much scrutiny. Vendors insist 

their tools are neutral. The result, often, is a genuine 

accountability gap right when a campaign triggers a crisis or 

crosses an ethical line. 

Unmonitored generative AI use creates a few specific risks 

worth naming: 

1. Hallucinated content and defamation: language 

models routinely invent facts, quotes, or statistics. 

Publishing unverified AI-generated claims in a media 

kit is both a credibility risk and a legal one. 

2. Data security: staff feeding proprietary strategy 

documents, unreleased earnings, or customer data 

into public AI tools risk violating data protection law 

and exposing sensitive information (Janssen, Brous, 

Estevez, Barbosa, & Janowski, 2022). 

3. Shadow IT: employees using unvetted AI tools on 

their own undermines governance and can create 

compliance problems nobody signed off on. 

The fix, broadly, is a “human-in-the-loop” policy, a rule 

that no AI-generated content, pitch, or crisis message goes 

out without review by an accountable person. 

B. Structural Transparency and Disclosure Standards 

As synthetic media and sponsored content saturate 

platform feeds, regulators, including the FTC in the US, EU 

consumer protection authorities, and various national 

regulators, are demanding clearer disclosure of both 

commercial relationships and synthetic content. 

Meeting that bar generally requires a few things: 

1. Built-in disclosure: standardized, visually obvious 

labels like “Paid Partnership,” “AI-Generated 

Avatar,” or “Automated Content,” embedded directly 

in the content interface. 

2. Digital provenance: technical watermarking through 

standards like C2PA (the Coalition for Content 

Provenance and Authenticity), which embeds a 

verifiable history into a digital file so viewers can tell 

whether it was shot by a human, edited, or 

AI-generated. Adoption has moved from theoretical 

to material relatively quickly. The Content 

Authenticity Initiative, the industry body 

coordinating C2PA implementation, reported 

crossing 5,000 member organizations, and 

Cloudflare’s 2025 rollout of Content Credentials 

support brought the standard to roughly a fifth of the 

web’s infrastructure by traffic share (Content 

Authenticity Initiative, 2025). That said, adoption is 

uneven. Provenance metadata is still commonly 

stripped during upload and re-encoding on major 

social platforms, which limits how much end users 

actually benefit from it in practice. 

3. Voluntary accreditation: industry certifications for 

creators and agencies that vouch for data privacy, 

honest disclosure, and factual accuracy. 

Getting this right protects organizations from regulatory 

enforcement, and it also helps counter algorithm aversion by 

giving audiences a clearer sense of where content actually 

comes from. 

C. Shared Liability and Trust Verification in a Toxic 

Information Environment 

Decentralization has also reshaped legal liability. 

Historically, the brand paying for an ad bore most of the legal 

risk for misleading claims. Increasingly, regulators are 

applying shared liability across brands, agencies, individual 

creators, and even platforms, a shift codified in the FTC’s 

Endorsement Guides and reinforced through recent 

enforcement activity (Federal Trade Commission, 2023). 

Under that model, creators can be held accountable for 

endorsing something without checking the underlying 

claims, while brands can face penalties if a creator they hired 

skips required disclosure. That shared exposure means 

practitioners now need real vetting processes, contractual 

protections, and ongoing compliance checks across every 

creator relationship. 

At the same time, audiences are adapting their own 

verification habits in response to a deepfake-saturated 

information environment. They are cross-checking feeds 

against trusted sources, scrutinizing visual details, and 
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leaning on community consensus before trusting what they 

see. Communicators need to meet that skepticism with 

verifiable evidence, transparent methods, and open data. 

Pairing genuine storytelling craft with rigorous verification 

is, at this point, the foundation of credible reputation 

management. 

IX. COMPARATIVE SYNTHESIS MATRIX 

The five pillars are pulled together below for quick 

reference. 

Table I: Synthesis of the Five Pillars of the Architecture of Influence 

Pillar Core Mechanics PR Focus Key Frameworks 

1. Algorithmic 

Gatekeeping and 

Platformization 

• Black-box feeds 

• Engagement-driven ranking 

• Behavioral tracking 

Shifting from media relations 

to platform optimization while 

managing algorithm aversion 

• Institutional Theory 

• Gatekeeping Theory 

• Psychological Reactance 

2. Synthetic Identity 

and Virtual 

Influencers 

• Generative metahumans 

• CGI 

• Automated persona synthesis 

Controllable, continuous 

storytelling within clear 

authenticity limits 

• PSI Theory 

• Anthropomorphic Design 

• The Uncanny Valley 

3. Programmatic AI 

Workflows and 

Analytics 

• Predictive targeting 

• Automated generation 

• Real-time crisis scanning 

Removing workflow 

bottlenecks and scaling 

audience insight 

• ELM 

• TOE 

4. Distributed 

Influencer Networks 

• Micro-targeted creator hubs 

• Multi-node narrative spread 

Moving from centralized 

authority to multi-vocal, 

co-created narratives 

• Two-Way Symmetrical Model 

• Networked Publics 

• Relationship Management Theory 

5. Ethics, Governance, 

and Responsibility 

• Audit trails 

• C2PA provenance 

• Human oversight gates 

Closing responsibility gaps 

and establishing shared 

liability 

• Responsibility Diffusion Theory 

• Privacy-by-Design 

• Ethical Governance 

Note. PSI = Parasocial Interaction; ELM = Elaboration Likelihood Model; TOE = Technology-Organization-Environment. 

X. CRITICAL PERSPECTIVES AND 

COUNTERARGUMENTS 

The argument this paper makes, that a genuinely new 

“Architecture of Influence” has displaced editorial 

gatekeeping, is not universally accepted, and it is worth 

taking the strongest versions of the skeptical case seriously. 

The first counterargument is continuity rather than rupture. 

Some media scholars argue that algorithmic curation is best 

understood as an intensification of trends already visible in 

twentieth-century mass media, things like 

audience-metric-driven editorial decisions, ratings-chasing 

programming, and tabloidization, rather than a categorically 

new phenomenon. On this view, calling the current moment 

an “architecture” risks overstating novelty and understating 

the continuity of commercial pressure on media institutions 

across a much longer history. This paper’s response is that 

scale and mechanism both matter. Even if the underlying 

commercial logic is continuous, the shift from human 

editorial judgment applied at the scale of a newsroom to 

machine-scored ranking applied to billions of individually 

personalized feeds is a difference large enough to change 

how the system behaves, not merely how fast it moves. 

The second counterargument concerns synthetic identity. 

Critics of the virtual-influencer literature point out that most 

empirical studies in this space rely on relatively small, 

convenience-sampled, and heavily Gen-Z-skewed 

populations, and that findings about “authenticity gaps” may 

not generalize across cultures, age cohorts, or platforms with 

different norms. This is a fair methodological caveat, and this 

paper treats the authenticity-gap finding as a well-supported 

pattern within the populations studied rather than a universal 

law of audience psychology. 

The third counterargument is about agency and 

overstatement of algorithmic power. Some scholars argue 

that “black box” framing of platform algorithms overstates 

their autonomy and understates the degree to which they still 

reflect the choices, incentives, and interventions of the 

humans and organizations that build and tune them. On this 

view, algorithmic gatekeeping is still ultimately a human 

governance problem wearing a technical mask, and treating it 

as an autonomous force risks letting the organizations that 

design these systems off the hook. This paper’s own framing 

of “responsibility diffusion” in Section 8.1 is, in fact, largely 

compatible with this critique. The concern is not that 

algorithms act with independent agency, but that 

organizations behave as though they do, in ways that 

conveniently obscure accountability. 

XI. LIMITATIONS 

This paper has several limitations worth stating directly. 

First, it is a conceptual synthesis rather than an empirical 
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study. No new primary data, whether surveys, interviews, or 

algorithmic audits, were collected for this analysis, and the 

argument rests on secondary sources, existing theory, and 

documented public case examples rather than original testing 

of hypotheses. 

Second, the subject matter changes quickly. Market size 

figures, regulatory enforcement patterns, and platform 

policies cited here reflect the information available as of 

mid-2026 and should be expected to shift. A paper of this 

kind risks partial obsolescence faster than most academic 

work simply because platform mechanics, AI capabilities, 

and regulatory frameworks are all moving targets. 

Third, the case examples used throughout (Lil Miquela, the 

Gymshark and Shein litigation, C2PA adoption figures) were 

selected because they are well documented and illustrative, 

not because they were sampled systematically from a larger 

population of cases. They should be read as illustrations of 

patterns supported by the broader literature, not as statistical 

evidence of how representative those patterns are. 

Fourth, the four theoretical frameworks used here 

(Institutional Theory, PSI Theory, ELM, TOE) were 

developed in different eras and for different purposes, and 

applying them jointly to a single contemporary phenomenon 

involves a degree of interpretive extension the original 

authors did not anticipate, particularly for Horton and Wohl 

(1956) and Mori (1970), writing decades before generative 

AI existed. 

Finally, this paper’s geographic and linguistic frame skews 

toward English-language sources and Western regulatory 

examples, namely the FTC and EU consumer protection 

bodies. The influencer public diplomacy and platform 

governance dynamics in non-Western markets and 

non-English-language platforms are likely to differ in ways 

this paper does not fully capture, which is precisely the gap 

identified as a priority for future research in Section 12.2. 

XII. STRATEGIC RECOMMENDATIONS FOR 

ACTIONABLE GOVERNANCE 

A. For Practitioners 

1. Put human review in the loop, formally. Certified 

professionals should fact-check and approve every 

piece of AI-generated content, pitch, or message 

before it goes out. 

2. Don’t depend on one platform. Balance algorithmic 

reach with owned channels, such as newsletters, 

hosted communities, and podcasts, so a sudden 

algorithm change doesn’t cut off contact with your 

audience. 

3. Adopt C2PA provenance standards across visual, 

audio, and written assets to keep attribution 

transparent and make deepfake impersonation harder. 

4. Set clear boundaries for synthetic avatars. Use them 

for creative and aesthetic storytelling, and keep them 

out of situations that call for real emotional or moral 

authority. 

5. Move toward long-term creator partnerships instead 

of one-off, tightly scripted campaigns, giving creators 

room to translate institutional messages into their own 

voice. 

B. For Researchers and Policymakers 

1. Study how trust in synthetic relationships holds up (or 

doesn’t) over multi-year campaigns, not just single 

interactions. 

2. Build better methods for auditing proprietary 

recommendation algorithms and tracking how 

updates affect institutional communications. 

3. Compare how democratic and non-democratic states 

are using decentralized creator networks for public 

diplomacy. 

XIII. CONCLUSION 

The move from a linear, corporate broadcast model to a 

platformized Architecture of Influence is a lasting structural 

shift, not a passing trend. As algorithms take on gatekeeping 

functions once held by editors, synthetic personas reshape 

what endorsement even means, and generative AI 

restructures how agencies operate day to day, the mechanics 

of public persuasion have become deeply technological and 

genuinely complicated. 

Navigating it well takes more than adopting new tools 

efficiently. PR leaders, corporate strategists, and researchers 

need technological fluency paired with real ethical 

governance, human oversight, and transparent standards. 

Balanced right, with algorithmic reach on one side and 

authentic human relationships and real accountability on the 

other, strategic communication can still do what it’s always 

meant to do: build mutual understanding, earn public trust, 

and hold onto institutional legitimacy in a much more 

complicated digital world. 
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APPENDIX: GLOSSARY OF KEY TERMS 

1. Algorithmic gatekeeping. The automated process by 

which ranking and recommendation systems filter, 

sequence, and personalize content for individual users, 

replacing human editorial judgment as the primary filter 

on public visibility. 

2. Algorithm aversion. The psychological reactance 

people display toward content or recommendations they 

perceive as shaped by manipulative or intrusive 

automated tracking, typically resulting in skepticism 

and disengagement. 

3. Architecture of Influence. This paper’s term for the 

combined socio-technical system of recommendation 

algorithms, synthetic media, and automated PR 

workflows that has replaced the traditional, centralized 

model of public communication. 

4. Authenticity gap. The disparity between audience 

acceptance of synthetic personas in stylized or creative 

contexts and audience rejection of the same personas 

when they are used to convey lived human experience 

or moral conviction. 

5. C2PA / Content Credentials. The Coalition for 

Content Provenance and Authenticity’s open technical 

standard for embedding a verifiable, cryptographically 

signed history into digital media files, allowing viewers 

to trace whether content was captured, edited, or 

AI-generated. 

6. Institutional isomorphism. The tendency of 

organizations operating under the same coercive, 

normative, or mimetic pressures to converge on similar 

structures and practices. 

7. Networked publics. Papacharissi’s term for the 

connected digital spaces in which audiences gather, 

iterate on, and collectively reshape narratives, rather 

than passively receiving them. 

8. Parasocial interaction (PSI). The one-sided 

psychological bond an audience member forms with a 

media personality, performer, or (in this paper’s 

extension) a synthetic persona. 

9. Platformization. The process by which platform 

infrastructure, business models, and governance logic 

extend into and reshape other sectors, including 

journalism and public relations. 

10. Responsibility diffusion. The organizational pattern in 
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which leadership, staff, and technology vendors each 

assume someone else is accountable for verifying 

AI-generated content, producing an accountability 

vacuum when something goes wrong. 

11. Synthetic persona / virtual influencer. A digital, 

computer-generated identity built through 3D 

modeling, generative AI, or motion capture, used as a 

brand ambassador, spokesperson, or content creator. 

Uncanny Valley. Mori’s hypothesis that audience affinity 

for a human-like non-human entity increases with realism up 

to a point, then sharply reverses into discomfort when 

residual unnaturalness becomes noticeable. 


